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Overview

By continuing to read this article, you accept our privacy policy. Assuming this were true, what are the odds that you
would read the privacy policy referenced? How many times in the past year have you seen that message and how
many privacy policies have you actually read?
Even when we know that our online behaviour is being tracked and that our personal data is being used for various
reasons, including to market services and products, more often than not, we continue to click through and agree. We
go a step further when we actively share personal details about our lives on social media. New, disruptive technologies
have substantially changed the way that personal data can be used and commodiﬁed. In a time when sharing and use
of personal data is so extensive, regulators, companies and individuals have all been grappling with the implications
on privacy.
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The "Privacy Paradox"

Privacy Challenges in
New Technologies

Most of us would say that we value our privacy, and yet,
we share personal details publicly on a daily basis as
part of our social lives, and regularly give corporations
access to intimate details of our lives. There are number
of reasons for this 'privacy paradox', i.e. the disconnect
between what we say about privacy and what we do
about it. Often, people aren't aware of the extent to
which their personal data is being used, or for which
purposes. For a fun (and possibly horrifying) trip down
memory lane, try checking the "My Google Activity"
page of your Google account to review every Google
search you performed in, let's say, 2013, which is most
likely still retained by Google. The truth is, even when
people can ﬁnd out how their data is used, by reading
the privacy policy for example, they usually don't, as
shown in a 2019 Axios-SurveyMonkey poll. Privacy
policies are boring, after all. Another reason that people
actively relinquish their privacy is that sometimes there
is no other option. If you are at an airport where CCTV
cameras with facial recognition technology are used,
there is no possibility to opt-out and still take the ﬂight.
Most often, even when people are fully informed and
do have other options, they continue to share their
personal data. The main reason for this is simply
because sharing data can be incredibly useful.

How can new technologies aﬀect our lives? In addition
to the obvious answer that many technologies can
make our lives easier, more fun and, arguably, better,
use of certain new technologies may aﬀect our lives in
ways we don't necessarily envisage.

Sharing location data with an app can give you exact
directions, using a ﬁngerprint or facial recognition
technology to (un)lock your mobile phone can help
keep it secure, applying machine learning technology to
health issues can potentially improve outcomes and
treatments, and posting pictures about your exotic
vacation can make you feel better than your friends.
Companies, big and small, rely on personal data to
understand their customers, predict customer
behaviours, conduct marketing, provide tailored
services, and (much!) more.

When we let apps, smart speakers, or wearable
electronic devices, such as smartwatches or ﬁtness
trackers, collect information about our health, we
expect to receive guidance about what to eat, how to
work and how to improve our long term running. But
what happens if this information is sold to insurance
companies? Our insurance premiums may be much
higher if the insurance company knows that we have a
hard time running ﬁve kilometres in less than an hour
and that we have a weakness for donuts. On the other
hand, by using certain devices that track our driving,
our premiums may be cheaper (provided, of course,
that we are good drivers and are not busy checking our
phones while driving). These issues raise questions
about the extent to which individuals should be aware
or have a choice about additional uses of personal data
they voluntarily provide in order to receive a certain
service. Can companies use the personal data received
to improve their services and develop new services?
Under which circumstances should the government be
permitted to receive personal data about us (without
our knowledge and consent)?
Technology has a lot of promise. For example, biometric
data, like ﬁngerprints and facial recognition data, can be
used to authenticate identity. This could potentially be a
great solution for preventing identity theft – after all, no
one can steal your ﬁngerprints. Except for the fact that
sometimes they can. In August 2019, a platform storing
dactyloscopic (ﬁngerprint) data, facial recognition data,
face photos of users, unencrypted usernames and
passwords, logs of facility access, security levels and
clearance and other personal details of staﬀ, suﬀered a
breach, exposing 28 million records of over a million
people. This data in the hands of criminals is not a
happy thought. After all, you can't very well replace
your ﬁngerprints after they get stolen.
Facial recognition technology, based on facial data, a
type of biometric data, is gaining a lot of traction in
recent years. Face recognition payment is oﬀered in
various places in the US and China. Just smile at the
camera and your credit card will be charged. There's no
denying that this is very cool. It becomes slightly less
cool when the camera can also recognize that you're in
a bad mood, sells that information to advertisers, and
uses that information to serve you targeted ads oﬀering
you ice cream. Facial recognition technology is also
used in the medical world, for example to trace genetic
diseases, and in airports and other public places to
track criminals. The use of facial recognition by
governments and enforcement agencies has
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So, What's a Legal
System to Do?
been controversial in diﬀerent areas in the world. China is
using facial recognition technology widely, and the London
police recently announced that cameras with facial
recognition technology will be deployed throughout the city.
On the other hand, various cities in the US banned the
technology, and the EU is considering banning it from use in
public places for 5 years. Given the potential beneﬁts and
eﬀectiveness of the technology and the risks caused by the
fact that facial recognition is usually still not accurate
enough, the controversy is understandable.
Another exciting new technology is blockchain, the
technology underpinning Bitcoin, which stores information
on a distributed decentralized public ledger. The blockchain
can be used to transfer payments in an encrypted system,
without a central supervisory body, thereby "replacing"
traditional banks and institutions. Due to the technology at
its core, personal data stored in the blockchain cannot be
deleted or amended. This means that, to an extent,
individuals lose control over their data and can't choose how
it will be used. In fact, number of aspects of blockchain
technology do not align with certain requirements of various
privacy regulations; however, that has not stopped any of
the 42 million users who use a blockchain wallet.
Harnessing advanced artiﬁcial intelligence (AI) to analyse
health data could potentially revolutionize many areas of
healthcare, including accuracy and rapidity of diagnosis and
treatment, improving eﬃciency of healthcare systems, and
more. Creating implants and joints with 3D printers would
have been considered science ﬁction by most of us just a
more. Creating implants and joints with 3D printers would
have been considered science ﬁction by most of us just a
decade ago, and is now a rapidly developing area in the
healthcare industry. Virtual reality is used as part of physical
therapy and to train doctors. It's diﬃcult to think of a better
use of technology. At the same time, the privacy risks
involved are also considerable. Health data is probably the
most sensitive type of personal data, and a potential breach
can represent a substantial risk to the individuals in
question. Often, though not always, data is analysed on a
de-identiﬁed basis, without patient names. This may reduce
the potential risks in the event of a breach; however, it has
been shown that even when protected health data has been
removed from a dataset, it may be re-identiﬁed using
machine learning technology. Technologies that process
health data, such as health wearables and health apps, are
often oﬀered by for-proﬁt tech companies. This means that
when these companies process data of individuals in the US,
they are not subject to the Health Insurance Portability and
Accountability Act (HIPAA), the US regulation intended to
protect the privacy and security of protected health
information, since HIPAA is applicable only to health plans,
health care clearinghouses, and healthcare providers and
their service providers. As a result, many companies process
large volumes of very sensitive personal data that is not
subject to protection in certain jurisdictions, which raises
new privacy concerns.
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History of Privacy
When early legal systems dealt with the right to privacy,
the issues under discussion were neighbours peeking
over the hedge into your private property, authorities
entering homes without permission or a warrant, or other
people reading your mail. Although the Jewish Talmud
has a lengthy discussion about a homeowner opening a
window onto a neighbour’s property, thereby possibly
compromising the neighbour’s privacy, it never had to
deal with the question of whether a homeowner's facial
features could be analysed by a corporation using facial
recognition technology to ﬁgure out what kind of mood
he or she was in to determine which type of ad should be
used to sell the homeowner a new car. Today, the job of
the regulator has become much more complex, and, in
many ways, more important.
Fortunately, along with advances in technology, legal
theories of privacy have also evolved. Samuel Warren and
Louis Brandeis published "The Right to Privacy" in the
Harvard Law Review in 1890, which conceives of the right
of privacy as "the right to be let alone", which has served
as the cornerstone of US privacy rights. The Universal
Declaration of Human Rights, adopted by the UN in 1948,
enshrines and expands the right to privacy, as does the
1953 European Convention for the Protection of Human
Rights and Fundamental Freedoms. In May 2018, privacy
legislation took a big step with the implementation of the
EU's General Data Protection Regulation (GDPR). The
GDPR concretized privacy principles relating to personal
data and expanded protections for individuals in the EU.
One of the signiﬁcant changes in privacy is the notion of
personal data, which is deﬁned diﬀerently in diﬀerent
jurisdictions. The GDPR deﬁnes it as "any information
relating to an identiﬁed or identiﬁable natural person"
and the California Consumer Privacy Act (CCPA), which
became eﬀective January 1, 2020, goes even further to
include identiﬁcation of a household. Under both
regimes, personal data includes online identiﬁers such as
IP addresses and device IDs, acknowledging that our
online proﬁles make us identiﬁable and should be
protected.
GDPR and US Law
The impact of the GDPR has gone well beyond Europe,
since it relates to entities with a presence in the EU as well
as those oﬀering goods or services to individuals in the
EU or monitoring their behaviour, even if such entities are
established outside the EU. Moreover, GDPR restrictions
on cross-border transfers have inﬂuence on companies
and countries worldwide. In the wake of the GDPR, the
California's Consumer Privacy Act is leading the way for
other states in the US to ramp up their privacy laws. The
federal government in the US is also considering enacting
a federal privacy law.
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Israeli Law
Israel's privacy and data protection law has been
deemed adequate by the European Commission, and
the GDPR's restrictions on cross-border transfers have
therefore not had the same impact on entities
transferring personal data to Israel. However, perhaps
partially in an eﬀort to maintain its 'adequacy decision
and perhaps simply due to the greater importance of
this issue in recent years, Israel introduced regulations
establishing speciﬁc, granular requirements with
respect to personal data collected and maintained by
Israeli entities. Penalties for non-compliance have been
recently increased. In some ways, Israeli regulations
exceed the GDPR's requirements, especially in terms of
the speciﬁc requirements for data protection,
cross-border transfers, and requirements for database
registration.
Regulators all over the world have a diﬃcult time
keeping up with the technological changes. Privacy laws
generally attempt to balance the privacy rights of
individuals with facilitating and encouraging
technological innovation, but sometimes fall short of
the mark.

Impact on Companies
Compliance
The Annual Privacy Governance Report for 2019 issued
by the International Association of Privacy Professionals
and Ernst & Young surveyed a total of 370 privacy
professionals worldwide through anonymous surveys.
The study found that the average spending on privacy
compliance was about $622,000 per organization, an
average of $128 per employee in 2019. This was down
from a reported average of $1.0M in 2018 ($140 per
employee), although more than half of privacy
professionals surveyed expect budgets to rise in the
coming year. The average reported levels of spending
vary based on company size.
Given the cost and scope required for compliance,
certain regulatory regimes diﬀerentiate, based on the
size of the entity processing the data or the extent of
the processing. For instance, the CCPA includes
thresholds, below which a business will not be subject
to the CCPA. The GDPR makes no such exception and
will apply equally to a large multinational corporation, a
startup company with a handful of employees, and
even an individual collecting personal data (other than
for household purposes). Considering the expenses
associated with the compliance process, this increased
regulation may represent a barrier to entry for smaller
entities subject to the GDPR.
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Despite the huge expenditures by companies, only 9%
of privacy professionals surveyed in the Annual Privacy
Governance Report for 2019 said their companies were
fully compliant with GDPR. However, there has been a
noticeable eﬀort toward compliance. Even people who
have nothing to do with the privacy sphere may have
noticed a huge uptick in the number of cookie consent
pop-ups and the number of times in the past year
they've been sent an email announcing: "We've updated
our Terms of Service and Privacy Policy." On the
oﬀ-chance that you actually clicked through and read
the new and improved Privacy Policy, you may have
noticed that companies are increasing their eﬀorts to
clarify how personal data is being used and to make the
information accessible (Google's Privacy Notice even
has videos!). Similarly, it seems that individuals are
more often prompted to give consent for certain uses
of their personal data, like use of data for purposes of
targeted advertising. Many of the big players, such as
Google and Facebook, have also implemented tools
aimed at giving people a better picture of what data is
being collected about them and what control they can
have over their data, such as the ability to delete certain
data. Though there has been a marked improvement,
there's still a long way to go.
Enforcement
2019 has seen increased enforcement of privacy laws
across the board. Fines under the GDPR, which can
reach a maximum of 4% of an entity's total worldwide
annual turnover of the preceding ﬁnancial year, are
likely to top €215M with a massive ﬁne expected to be
levied against British Airways for breaches of data
protection laws. Google has already been ﬁned €50M
by the French data protection authorities for lack of
transparency, inadequate information, and lack of valid
consent. In the US, YouTube broke records when it
received the highest ﬁne to date for violation of the
Children's Online Privacy Protection Act (COPPA), to the
tune of $170M. Topping all charts was the $5B
settlement between Facebook and the Federal Trade
Commission (FTC) for privacy violations, which also
include privacy restrictions imposed by the FTC itself.
Don't think that you're oﬀ the hook if you're not
involved in a large, multinational corporation, or even if
you're involved in a not-for-proﬁt organization subject
to the GDPR. GDPR ﬁnes have been as low as €90 for a
hospital that failed to comply properly with a patient's
request to access data and €300 for an individual who
used a dashboard camera unlawfully. It appears likely
that larger corporations will represent a greater target
for enforcement actions and may see higher ﬁnes due
to the larger volume of data being processed, but they
may also be better able to sustain the impacts of ﬁnes.

What to Expect
in the Future
Commercial Considerations
In addition to compliance requirements enforceable by
law, commercial considerations relating to privacy
compliance have become increasingly important for
companies of all sizes. For example, GDPR compliance
is often a prerequisite for doing business
internationally, even in cases where this may not be
necessary from a regulatory perspective. Moreover,
commercial agreements that would require handling of
personal data include extensive provisions relating to
privacy law compliance, often as required by law.
Investment transactions similarly often include
compliance with applicable privacy laws as a standard
representation. Since various privacy regulations make
'controllers' of personal data responsible for the actions
of service providers handling data on their behalf,
companies are required to investigate and review
security measures of service providers before engaging
them. Extensive review and improvement of data
security, sometimes including requirements for
third-party certiﬁcation, such as ISO and PCI-DSS, can
be cumbersome and costly for companies undergoing
or conducting such reviews. Negotiation of provisions
related to privacy and data security in commercial
agreements can also cause sales delays, as reported in
a benchmarking study issued by Cisco in January 2019.
In this study, 87% of respondents reported delays in
their sales cycles due to data privacy concerns, a 21%
increase compared to the delays reported the previous
year (in its entirety) before GDPR took eﬀect.
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As technology has advanced, regulators have
implemented new and enhanced privacy regulations
that attempt to balance individuals' rights with
corporations' and governments' use of personal data.
At the same time, individuals continue to use numerous
technologies despite the fact that their personal data is
used for various purposes not necessarily intended by
the individual. This indicates either that individuals are
not suﬃciently aware of how their data is being used,
they don't have suﬃcient control over their data, or that
they just don't care. While companies should have the
possibility and means to continue to develop and
improve new technologies, it appears that a diﬀerent
approach toward privacy education may improve
individuals' knowledge and ability (and desire) to
control their personal data. Who knows, maybe one of
the new technologies will oﬀer a solution to the privacy
paradox and for the diﬃculty of simply explaining our
rights and abilities relating to our personal data. In the
words of anyone who’s ever read a privacy policy,
"there has to be something better out there than
reading a privacy policy".

69

